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DDoS Attacks Can Have an Impact on Human Lives
DDoS attacks are an emerging threat in the cyber landscape. It is comprised of numerous machines (known as bots) that
target a specific resource of a service or application.
Usually, systems that are unavailable for customers result in financial and reputational damages to the organization. A DDoS
attack can even target an entire country, as we see nowadays with a Mirai botnet targeting the entire internet infrastructure
of Liberia. But, when it comes to DDoS, nobody said anything about damage to human lives. Until now.
Last week a DDoS attack in Finland has targeted a heating system in the city of Lappeenranta, Finland. As a result, the heating
systems were not working for more than a week. The attack was short in time, but caused the heating system to enter an
endless restart loop, therefore preventing the residents of two blocks in the town to heat their apartments.
Luckily, it’s “only” -6 degrees now in Lappeenranta, so no one lost their life, but think of the damage had the attack been
engaged on January or February.
For our more intrigued readers, the water was system was not functioning as well for a week. Think about taking a shower in
-6 degrees the next time your boiler breaks.
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About Comsec
Comsec Group, founded in 1987, is a pioneering market leader, providing all-inclusive Cyber
and Information Security services to clients around the globe. Our mission is to serve our
clients as trusted advisors, by securing their information and operational assets, ensuring the
achievement of their business goals.
For three decades our unique talent base, professional
excellence, deep technical capabilities and access to cutting
edge technologies, has enabled us to assist a wide range of
leading organizations overcome their security challenges. As
an industry leader, we constantly expand the scope of our
services and cultivate the unique skills and expertise of our
talented experts who are graduates of Israel’s elite Cyber
Intelligence & Defence Units.
We act as trusted advisor to clients operating in a wide
range of industries including, global financial institutions, ecommerce, government agencies, technology,
communication and the healthcare sector.

With 140 security experts, we offer a wide range of services,
best of breed capabilities, creative mind-set and an
extremely quick and flexible response time.
We continually strive to maintain our position as a thought
leader in the Information Security arena and stay abreast of
the latest security threats and trends. With offices in
London, Amsterdam and an Excellence Center in Tel Aviv,
Comsec supports pan-European and global corporations.
Our innovative services are provided globally to over 600
clients, across 5 continents.

We believe that the role of information security is to enable business growth. At Comsec we are constantly
looking for the synthesis of security into the business requirements. Our deep industry and business
understanding enables us to tailor our services to facilitate specific business requirements.
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